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Agenda 

IoT Potential Risks and Challenges 

•  IDC Directions Summary 
•  IoT Some Observations 
•  HP Internet of Things Research Study 2014 
•  New Industry Standard OWASP Internet of Things Top 10 
•  Some Players 
•  Some Architectures 
•  Existing Means, Tools, Services and Processes for Security Testing of 

IoT devices 
•  Challenges 
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IDC Direction Summary: Internet of Things (IoT) 

Source : Summary of IDC conference held on Mar 11-19 at ‘Directions 2014’ 

•  It’s A Vastly Expanded Set Of ‘Things’ 

Connected To The Existing Internet 

•  It Is Not One Business Model But In Fact Is 

Millions Of Models 

•  It Extends The Machine To Machine World To 

Embrace A Human World 

•  The IoT Infrastructure Is At The Heart Of The 

3rd Platform 

•  The IoT Will Create Disruption 

Definition Common Segmentation 

“IDC defines the Internet of Things (IoT) as a network connecting – either 

wired or wireless – devices, or 'things', that is characterized by autonomous 

provisioning, management, and monitoring. The IoT is innately analytical 

and integrated.  
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IDC Direction Summary: Internet of Things (IoT) 
IDC’s view of IoT in 

2020 
IoT as an 

ecosystem 

Source : Summary of IDC conference held on Mar 11-19 at ‘Directions 2014’ 
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IDC Direction Summary: Internet of Things (IoT) 
Revenue 

Opportunity 
2020 – IoT Revenue 

Path 

Source : Summary of IDC conference held on Mar 11-19 at ‘Directions 2014’ 
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IDC Direction Summary: Internet of Things (IoT) 
The IoT Impact on IT 

Infrastructure 

Source : Summary of IDC conference held on Mar 11-19 at ‘Directions 2014’ 
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IDC Direction Summary: Internet of Things (IoT) 
IoT Partner’s emerge as important 

vendors 

Source : Summary of IDC conference held on Mar 11-19 at ‘Directions 2014’ 
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IDC Direction Summary: Internet of Things (IoT) 
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Key considerations 
for IoT Success 

•  Funding  

•  Where To Start  

•  Security  

•  Privacy  

•  Citizens Buy-In  

•  Complex Projects  

•  Collaboration 

Across Agencies  
 

•  Industry 

Disruption 

•  Competitive 

Differentiation 

•  Innovation 

•  Content 

Ownership 

•  IT Partnership 

OT 

•  Developers 

Public Sector Private Sector 

Source : Summary of IDC conference held on Mar 11-19 at ‘Directions 2014’ 
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Take control over Vaillant eco Power 1.0 Combined Heat and Power Units 

IoT Potential Risks: Some Observations, 
Example 1 
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Take control of Heating Units of a Beer Brewery in the Black Forest 
 

IoT Potential Risks: Some Observations, 
Example 2 



© Copyright 2014 Hewlett-Packard Development Company, L.P.  The information contained herein is subject to change without notice. 11 

Take control of Heating Units of a German State Prison 
 

IoT Potential Risks: Some Observations, 
Example 3 
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The Study 

HP Internet of Things Research Study 2014 

•  In 2014 HP Security Research took the freedom to review 10 of the most 
popular devices in some of the most common IoT niches revealing an 
alarmingly high average number of vulnerabilities (25!) per device. 
Vulnerabilities ranged from Heartbleed to Denial of Service to weak 
passwords to cross-site scripting 

•  HP analyzed IoT devices from manufacturers of TVs, webcams, home 
thermostats, remote power outlets, sprinkler controllers, hubs for controlling 
multiple devices, door locks, home alarms, scales and garage door openers 

•  A majority of devices included some form of cloud service 
•  All devices included mobile applications which can be used to access or 

control the devices remotely  
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The Findings 

HP Internet of Things Research Study 2014 

•  On average 25 weaknesses discovered with each device 
•  60% of devices that provide user interfaces were vulnerable to a range of 

issues such as persistent XSS and weak credentials 
•  80% of devices along with their cloud and mobile application components 

failed to require passwords of a sufficient complexity and length 
•  90% of devices collected at least one piece of personal information via the 

device, the cloud, or its mobile application 
•  80% of devices raised privacy concerns 
•  70% did not encrypt communications to the internet and local network 
•  60% did not use encryption when downloading software updates 
•  70% of devices along with their cloud and mobile application enable an 

attacker to identify valid user accounts through account enumeration 
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As a consequence to the study HP ESP did help to establish a new OWASP 
standard 

New Industry Standard OWASP IoT Top 10 

The OWASP Internet of Things Top 10 - 2014 is as follows:  
•  I1 Insecure Web Interface  
•  I2 Insufficient Authentication/Authorization  
•  I3 Insecure Network Services  
•  I4 Lack of Transport Encryption  
•  I5 Privacy Concerns  
•  I6 Insecure Cloud Interface  
•  I7 Insecure Mobile Interface  
•  I8 Insufficient Security Configurability  
•  I9 Insecure Software/Firmware  
•  I10 Poor Physical Security  
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The OWASP Project Page 

New Industry Standard OWASP IoT Top 10 
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Some Players 

 
Nest Labs – acquired by Google 
 
 
Smart Things – acquired by Samsung 
 
 
Dropcam – acquired by Nest Labs 
 
Revolv – acquired by Nest Labs 
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Nest 

Some Architectures 

•  Nest thermostat uses an AM3703 Sitara processor139 from Texas 
Instruments. The thermostat is based on the ARM Cortex™-A8 architecture. 
The development tools include the Linux EZ Software development kit and 
the Android Development Kit for Sitara Microprocessors 

•  The first-generation Nest OS is based on Linux 2.6.37 and uses other free 
software components. The firmware image is locked so it only accepts signed 
firmware updates. Nest also provides unlocked firmware so it can accept 
unsigned firmware images. This allowed a third party to re-implement the 
basic logic of the thermostat as an open source project called FreeAbode 
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Linux/Windows vs. Open-Source Real-Time vs. MBed 

Some Architectures 

•  Linux or Windows embedded OS 
•  Open-source real-time operating systems with a small memory footprint (for 

example RTOS, Micrium uC/OS-II, uC/OS-III, or TI-RTOS-KERNEL) 
•  Event-driven MBed OS specifically targeting low-power devices. MBed OS, 

MBed device server (which acts as an MBed-powered IoT devices cloud 
aggregator and a portal for Internet applications), and a suite of MBed tools, 
all Open Source 

In general: All these components are well known and well understood 
and means, tools, services and processes are already in place that CAN 
be used to invest into IT security of devices in the Internet of Things 
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Existing Means, Tools, Services and Processes 
for Security Testing of IoT devices 
 



© Copyright 2014 Hewlett-Packard Development Company, L.P.  The information contained herein is subject to change without notice. 20 

HP Fortify on Premise 
Fortify Software Security 
Center 
•  SCA Static Code Analysis 
•  WebInspect (Enterprise) Dynamic 

Code Analysis 
•  Fortify Runtime 

•  RTAP Runtime Application Protection 
•  RTAL Runtime Application Logging 
•  Application View 
•  Application Defender 
•  WebInspect Agent 

•  SSC Collaboration Module 
•  SSC Governance Module 
•  SSC Cloudscan 

•  SCA Scan Step in Cloudscan Server 
Farm 
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HP Fortify on Demand - Your Tenant in a Public 
Cloud 
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HP Fortify on Demand - Your On-demand Application Security 
Solution 
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HP Fortify on Demand (FoD) 
Get results fast with  security testing software-as-a-service 
 

Simple 
Launch your application 
security initiative in <1 
day 
•  No hardware or software 

investments 
•  No security experts to hire, 

train and retain 

 

Fast 
Scale to test all applications 
in your organization 
•  Typically 1 day turn-around on 

application security results 
•  Support 1000s of applications for 

the desktop, mobile or cloud 

 

Flexible 
Test any application from 
anywhere 
•  Secure commercial, open 

source and 3rd party 
applications 

•  Test applications on-premise 
or on demand, or both 
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How to convince vendors to apply IT security testing and fix issues found? 

Challenges 
 
•  Infrastructure dealing with heating and/or power generation and/or 

distribution (Micro CHPs, SCADA, Thermostats, Intelligent Power 
Meters etc. pp.) can be regarded as critical infrastructures 

•  There are regulations on the way on the EU level as well as on some 
national levels (e.g. Germany) that will require vendors to prove, that 
they are spending reasonable effort on IT security of critical 
infrastructure devices 

•  This should also hold for IoT devices 

•  Raise consumer awareness. Consumers should request from the 
vendors at least minimum levels of IT security  certification before 
procuring their devices 

•  This could be implemented via labels like „OWASP IoT Top Ten 
compliant“ 
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How to convince vendors to apply IT security testing and fix issues found? 

Challenges 
 
•  Standardization of IoT device platforms 
•  Though there may not be one single platform suited for all the different 

device types, reducing the number of platforms used per device type 
would certainly help to ease improving IT security of these platforms 
while reducing the cost of this effort at the same time 
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Questions? 

http://www.hp.com/go/esp 
stefan.schiller@hp.com 
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What are your proposals for improving IT security in the IoT? 

Discussion 

•    
•    
•    
•    
•    
•    
•    
•    
•    
•    
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Thank you 
 
for having me here 
for sharing some of your time with me 
for your undivided attention 
 
 
 
 
 


