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ITU et al are Providing a Lot (1/3)

More than

1900
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TRAINING AND SKILLS DEVELOPMENT
555 1900 CYBERSECURITY PROFESSIONALS TRAINED g,
427 SCHOLARSHIPS

84 PARTNER COUNTRIES TRAINED

Partner Scholarships Cybersecurity
Countries Professionals
Trained Trained

Source: http://www.impact-alliance.org/
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ITU et al are Providing a Lot (2/3) ot

COMPUTER INCIDENT RESPONSE TEAM (CIRT)

ASSESSMENTS AND IMPLEMENTATIONS
STRENGTHENING REGIONAL_ CYBERSECURITY CAPABILITIES

ITU-IMPACT National CIRT Assessment
ITU-IMPACT Mational CIRT Implementation

Source: http://www.impact-alliance.org/
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ITU et al are Providing a Lot (3/3)

IMPACT

ITU-IMPACT ALERT Cyber Drill for Africa Region

5 -7 May 2015, Kigali, Rwanda
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But...

... all these services have one thing in common:

- They are meant for organizations
- CERTs
- Government
- Universities
- Large (most likely international) Companies

- It is important to consider smaller units like private Schools
and individuals, too!
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Wirtschaft

A Day at a Small Private University
- Equipment (—200 PCs)
- Teaching

- Electricity

- Improvisation

(just fix it)

-2 “It works”
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The “1t Works” Problem .

- Improvisation is fascinating

- But not in IT-Security!

- Awareness
- Protection
- Maintenance
- Connect 200 PCs to Internet:
- No problem? Wait for the first patch-day©®

- Monitor traffic
- Tune firewall rules
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Bandwidth — Related Problems (1/2) e
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- You don’t necessarily get what you pay for

- Be patient!
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Bandwidth — Related Problems (2/2)

- Download Traffic:
- SW updates
- Signature updates

- YouTube etc (faculty preparation, students’ research,
leisure)

- (pirated) music, videos, software (Providers advertise
data packages by the number of movie-downloads)

- Rule Set (example):
- Limit access to download-sites to off-peak hours

- Deny traffic for illegal downloads (not that easy)
- Access-control for

- Library

- Internet-café

- WLAN
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Status Quo

- Up to 20 Mbps for — 200 PCs and 4000 students
- Keep all systems up-to-date (local distribution of patches!)
- Mail services by Gmail @ines.ac.rw
- High availability
- SPAM check etc up-to-date
- No local maintenance needed
- Project-related websites moved to the cloud (e.g. EALAN)
- High availability
- High performance collaboration with international
partners

- E- and distance-learning must consider bandwidth and
access limitations

- Avoid streaming-only e.g. for MOOCs
- Use DRM (Digital Rights Management) with care
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Ad Interim Solutions I: KISS wirschart

Avoid complexity e.g. by using simple HTML / CSS instead of
complex frameworks

) africa physical map - Google: % 1 5 Ines Intranet x x
&« c D _ findex.htm =
3 Apps [ Wilkommen ([ HSW (] Mak (T Reisen
7
<% INES Int t
S nirane
| Home | Library | cockpit | References 7| web Tutorials | Resources v

INES Internal Web Server

This website runs on a server in the INES network. The URL is hitp:/iwww.ines.intern,

At present the ICT team uses this website for technical purposes. Feel free to contact us if you want to post information for
internal INES use only. We shall be happy to post it here.

INES e-mail is now in the Google Cloud

Goto INES e-mail

Antivirus Campaign

et your Virus Definitions for Microsoft Security Essentials here in order to save INES a lot of bandwidth!

4| I Pl
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Ad Interim Solutions I1: Cloud st

EALAN

Eastern African Land Administration Network

Search this site

Home

Who We Are
QurVision
MNews
Events
Contact Us

Welcome to the homepage of the Eastern Africa Land Administration
Academic Network!

News

6th EALAN Workshop Meeting to be held in Nairobi, Kenya between 11-12 July
2014

Posted May 9, 2014, 2:52 AM by Dusengimana Francois Regis

EALAN now has a website! We are happy to inform you that you are on our new website!
Posted Jul 22, 2013, 3:24 AM by EA Land Administration Academic Network

Untitled

Posted May 9, 2014, 2:57 AM by Dusengimana Francois Regis

Showing posts 1 - 3 of 3. View mare =

Subpages (1): Announcements

Design by Dr. Monica Lengoiboni and Prof. Koni Marfurt

Anmelden | Aktuelle Site-Aktivitdten | Missbrauch melden | Seite drucken | Powered by Google Sites

https://sites.qoogle.com/site/ealanw/
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Expectations

- Grant access to IP traffic of adequate speed

- Solidarity with educational institutions
- Hardware and support
- Education of staff and faculty

- Students must be educated in a cybercrime-free setting
- No need to violate copyright

- Reasonable use of Digital Rights Management (DRM)
enforcing hardware- and software schemes

- Educational institutions need
- Continuous access to up-to-date security software

- Well educated staff and faculty (in terms of cyber-
security)

- Sustainable concepts for IT-based education: focus
students’ food- and job security, not “markets”
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Our Message

-1f we do not maintain a concept of
solidarity in cyber security, organized cyber
criminals will soon take over the business!

-1f we think that our job Is done by shipping
loads of hardware, organized cyber
criminals will be happy to (ab)use it!

-Note (for providers): securing LDC’s
Internet means securing OUR internet!
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