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Modeling Cyber Security Governance from 
developing to developing nations : The continous
need for more education to fill the control gap.



Questions: Why is there a Security GAP in developing countries?

Answer: There is always a Security GAP with new technology !
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THE PROBLEM NEED TO FILL THE GAP
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1989 USA SITUATION NOT IDEAL
(SWEDEN CAN LEARN A LOT FROM THE AMERICAN  MISTAKES)
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1989 USA SITUATION NOT IDEAL
(SWEDEN CAN LEARN A LOT FROM THEIR MISTAKES)



CHAPTER 11-12 USING THE SBC MODELING THE WORLD, 
FROM IDEAL TO ACTUAL!!
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1989 USA COMPUTER SECURITY SITUATION NOT IDEAL
(SWEDEN CAN LEARN A LOT FROM THEIR MISTAKES)

Systemic Gap we need to learn faster with faster technology!



Why do cars 
have brakes?



So they can go FASTER!!!

Without proper controls & safeguards, it’s dangerous 
to flex your muscles



Industrial Model



A Value Chain is

• A Value Chain is
– the interconnect group of industry participants that 

collectively create value for the end user. 
– If technologies or services are to succeed they 

must deliver financial or operational value at every 
stage of the chain. 

– For any technology or service to be adopted, each 
element on the chain must add value for the next 
element.

– (The strategic Implications of Computing and the Internet on Wireless: The Competitive Blur Through 
2008, Herschel Schoteck Associates. )



Example of  Mobile Content Value Chain.
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The interconnect group of industry participants that collectively create value for the end user.If 
technologies or services are to succeed they must deliver financial or operational value at 
every stage of the chain. For any technology or service to be adopted, each element on the 
chain must add value for the next element.The strategic Implications of Computing and the 
Internet on Wireless: The Competitive Blur Through 2008, Herschel Shtick Associates.) 
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Theoretical 
Insecurity and  Security  Value Chains

(Secure from Secure to)

Protect Detect Respond RecoveryDeter
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Secure
From

Secure
To



Machines

CulturesMethods

Structures

Economics 
•What
•How
•For Whom

Political
economics

•What
•How
•For Whom

The Model of the Century.-) 
Common identifiable and  observable characteristics of 
any human organization!
http://dsv.su.se/en/seclab/pages/pdf-files/94-004.pdf



Different Levels 
Differnt Social tehcnial System in the Chain
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THE Matrix
Theoretical model of Insecurity and Security and Risk Research
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Cyber Security Private Public  For Norway
Responsibility , Authority, and Competence Matrix

Sector {x,  y,z…..}
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RAC Model
Responsibilities, Authority, Competence
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CAR  Model Canadian Army
Responsibilities, Authority, Competence
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Three Step Process
• Identify where the weak leaks are in  the 

current  concrete and abstract security value 
chain for different countries

• Establish  responsibility , authority and 
competence charts for these links

• Identify short term and long term strategy for 
strength the competence in the weakest links 
by “Massive Online Open Courses” in Cyber 
Security for developing countries- i.e HIPing
security eductation as we did in industry.
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Ericsson Global Services 2008
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Ericsson Response 2012
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http://alishariq.net/alishariq/ERT/
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HIPing Privacy Saudi Arabia 2012https://secprj.dsv.su.se/ncdc_
policy_sa/index.html
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HIPing

Security
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Government Agency 
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Employee
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The GAP
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http://csrc.nist.gov/
nice/framework/nati
onal_cybersecurity
_workforce_framew
ork_03_2013_versi
on1_0_interactive.p
df

Online Knowledge
Platform for online problmes!



HIPing
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HIPing The GAP



HIPing

HIP is a educational platform to 
establishing, and maintaining 
information security competence in the 
developing world at a reasonable cost!

Security
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HIPing The GAP



Prevent Detect Respond RecoverDeter

Public

Private Sector
Industrial

R A

C

C

R A
C

AR

C

R A C R A

R A
AR R A C

Fill the gap
With HIPed
Mindes


	Mind the Gap
	Foliennummer 2
	The Problem need to fill the Gap
	1989 USA Situation Not IDEAL�(Sweden can learn A lot from THE American  Mistakes)
	1989 USA Situation Not IDEAL�(Sweden can learn A lot from their Mistakes)
	Chapter 11-12 Using the SBC Modeling the World, From ideal to actual!!
	From ideal to actual!!
	, From ideal to actual!!
	From ideal to actual!!
	1989 USA Computer Security Situation Not IDEAL�(Sweden can learn A lot from their Mistakes)
	Why do cars �have brakes?
	Foliennummer 12
	Industrial Model�
	A Value Chain is�
	Example of  Mobile Content Value Chain.
	Theoretical �Insecurity and  Security  Value Chains�(Secure from Secure to)
	Foliennummer 17
	Different Levels �Differnt Social tehcnial System in the Chain
	THE Matrix�Theoretical model of Insecurity and Security and Risk Research
	�Cyber Security Private Public  For Norway�Responsibility , Authority, and Competence Matrix�Sector {x,  y,z…..}
	RAC Model� Responsibilities, Authority, Competence�
	CAR  Model Canadian Army� Responsibilities, Authority, Competence�
	Foliennummer 23
	Three Step Process�
	Foliennummer 25
	Foliennummer 26
	Foliennummer 27
	Foliennummer 28
	Foliennummer 29
	Foliennummer 30
	Foliennummer 31
	The GAP
	The GAP
	Foliennummer 34
	Foliennummer 35
	HIP is a educational platform to establishing, and maintaining information security competence in the developing world at a reasonable cost!��
	Foliennummer 37

