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Figure 3.1 Abuse Opportunities and Control Capabilities vs. Time

Risk Area

MW o

Social Controls

CEORAZ00

Computer Abuse }

Opportunity Curve Socio-technical

Controls

Technological Controls

C
A
P
A
B

I

L
I

T
Y

Kl Z 3" 00" Y0O

S




THE PROBLEM NEED TO FILL THE GAP
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1989 USA SITUATION NOT IDEAL
(SWEDEN CAN LEARN A LOT FROM THE AMERICAN MISTAKES)

Chapter 11 Figure 11,1 The Ideal National Computer Security Policy Design

A SBC Modeling of Model [Source WARE 89],

USA's National
Computer Security
Policy

Cotipalers & Security, Yol 10, Mo 3, 1991,
Hevised December 10403,

Abstract

This paper describes an attempt, made in 1989, to construct a SBC
maodel of the United States national computer security pelicies. Pelicy
development is modeled as layered syetermns of controls which ans
comnected via feedback loops to produce a national policy. The
maodeling indicated that in 1989, the United States nalional computer
security policy was found to be a product of unsynchronized national
framework that is intrinsically unstable.

11.1 Introduction

In 1989, as part of fhe Swedish industry information technology
research initiative [T4 [ITDE 89), the research project System [ntegrity
and Information Secuwrity [SI5) was formed to analyse, monitor and
develop an information systems security foundation medel for 1T
systems security in Sweden [YNGS 8], The identogical spring board
for the research project was General Systema Theory. One of the basic

premises, or axioms of the General Systems Theory is that all systems,

be they abstract, conceptual or concrete;, share cerfain comman
identifiable and obsorvable characteristics [MILL 78], It is believed that
once these commaon characteristics are properly understood that they
can be wsed to understand, explain, predict, control, create, and
destrony any type of system with a given degroe of certainty.
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1989 USA SITUATION NOT IDEAL
(SWEDEN CAN LEARN A LOT FROM THEIR MISTAKES)

Chapter 11 Figure 11.4 Combined Static and Process Meta Model

A SBC Modeling of
USA's National Fthical 9 [ Fthical PrinciplesJ
Computer Security Cultural
Policy Leg

Cotipalers & Security, Yol 10, Mo 3, 1991,

Hevised December 10403, ips
Abstract Political

This paper describes an attempt, made in 1989, to construct a SBC
maodel of the United States national computer security policies. Policy N '
development is modeled as layered syetermns of controls which ans Admlﬂstratlve
comnected via feedback loops to produce a national policy. The .
modeling Indicated that in 1989, the United States nalional computer Managerlal
security policy was found to be a product of unsynchronized national
framework that iz iﬁt:i.‘nﬁi.i:ill]}' unstable,

Ethical Codes

Ethical Practices

#

| Ethical Tests '

11.1 Introduction
In 1989, as part of fhe Swedish industry information technology OpEl'Eiti(}l'laI

research initiative [T4 [ITDE 89), the research project System [ntegrity
and Information Secuwrity [SI5) was formed to analyse, monitor and
develop an information sysbems security foundation model for 1T
systems security in Sweden [YNGS 82]. The identogical spring board
for the research project was General Systema Theory. One of the basic
p:’q_lm'isp_:._, or avioms of the General Systems Tht-nr_v is that all systems, .
be they abstract, conceptual or concrete, share cerfin commen Technlcal
identifiable and obsorvable characteristics [MILL 78], It is believed that
onee these commaen characteristics are properly understood that they
can be wsed to understand, explain, predict, control, create, and
destroy any type of systam with a given degroe of certainty.
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CHAPTER 11-12 USING THE SBC MODELING THE WORLD,
FROM IDEAL TO ACTUAL!!

Ideal

Figure 11.2 Prc:cess Meta h*fodel of the U.S.A National Computer
Security Policy Development 1969-1985
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FROM IDEAL TO ACTUAL!!

Figure 12.3 SBC Flow Diagram Ethical Subsystem
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, FROM IDEAL TO ACTUAL!!

Figure 12.6 Flow Diagram of a Possible Future Political Situation

Figure 12.5 Flow Diagram Political Legal Subsystem
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FROM IDEAL TO ACTUAL!!

Figure 12.8 Flow Diagram Disfunctioning Operational Subsystem.
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1989 USA COMPUTER SECURITY SITUATION NOT IDEAL

(SWEDEN CAN LEARN A LOT FROM THEIR MISTAKES)

Figure 11.5 Combined Static and Process Meta Model U.S.A. 1989
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Islamabad November 25, 2008 : Chairman
Pakistan Telecommunication Authority (PTA),
Dr.Mohammed Yaseen chairing a meeting of
Expert Group Forum on Information Security
Guidelines held at PTA Headquarters.

i =1t

Industrial Model

File Edit View Document Comments Fer

ols  Advanced Window Help

ERICSSON Z

ECP/B-06:020/2/1/2/0 Rev Bl

ICT
Security

Policy Guidelines for Telecom

Sector in Pakistan

v ) ‘,._ )
~ =, o "\"

el SR
z o dedl1].

N




A Value Chain is

e A Value Chain is

— the interconnect group of industry participants that
collectively create value for the end user.

— If technologies or services are to succeed they
must deliver financial or operational value at every
stage of the chain.

— For any technology or service to be adopted, each
element on the chain must add value for the next
element.

- (The strategic Implications of Computing and the Internet on Wireless: The Competitive Blur Through
2008, Herschel Schoteck Associates. )



Example of Mobile Content VValue Chain.

Production Content Content Access and Marketing
management hosting connection
+
Estimate ‘ ‘ ‘
Cash time
Flow ‘ ‘ ‘
OK OK NOT OK OK

The interconnect group of industry participants that collectively create value for the end user.If
technologies or services are to succeed they must deliver financial or operational value at
every stage of the chain. For any technology or service to be adopted, each element on the
chain must add value for the next element.The strategic Implications of Computing and the
Internet on Wireless: The Competitive Blur Through 2008, Herschel Shtick Associates.)
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The Model of the Century.-)

Common 1dentifiable and observable characteristics of
any human organization!

http://dsv.su.se/en/seclab/pages/pdf-fiIes/94-004 pdf
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Differnt Social tehcnial System in the Chain

Different Levels
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THE Matrix

Theoretical model of Insecurity and Security and Risk Research

Insecurity * peter ), “Sprevent> DDetecs> Respond> DRecove
Research
Social Knowledge Knowledge Knowledge Knowledge
Tools Tools Tools Tools
Methods Methods Methods Methods
etc etc etc etc
Economics Knowledge Knowledge Knowledge Knowledge
Tools Tools Tools Tools
Methods Methods Methods Methods
etc etc etc etc
Technical Knowledge Knowledge Knowledge Knowledge
Tools Tools Tools Tools
Methods Methods Methods Methods
etc etc etc etc
Securit .
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Cyber Security Private Public For Norway
Responsibility , Authority, and Competence Matrix
Sector {X, v,zZ..
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RAC Model
Responsibilities, Authority, Competence




CAR Model Canadian Army
Responsibilities, Authority, Competence
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Command S
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Soldiers of ‘A’ Squadron, The Royal Canadian Dragoons, get a briefing from their patrol commander af an obsarvation post in Macedonia, Septembar 2001.
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Cyber Security Private Public For a Country
Responsibility , Authority, and Competence Matrix
Sector {X, vy,z.....}
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Three Step Process

* |dentify where the weak leaks are in the
current concrete and abstract security value
chain for different countries

o Establish responsibility , authority and
competence charts for these links

* |ldentify short term and long term strategy for
strength the competence in the weakest links
by “Massive Online Open Courses” in Cyber
Security for developing countries- i.e HIPIing
security eductation as we did In industry.
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