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The Swiss Science and Technology Consulate SHARE in Boston, the Office of Science, Technology and Higher Education (OSTHE) at the Embassy of Switzerland in Washington, DC together with the Caltech/MIT Voting Technology Project organized a variety of meetings and workshops on the topic of e-voting. The event was part of ThinkSwiss - a US-wide program on education, research and innovation.

The goal of the first day of a three-day trip to Washington, DC and Los Angeles led by Swiss Federal Chancellor Annemarie Huber-Hotz was to share experiences in e-voting, explore commonalities and differences of political culture and systems, and strengthen networks among different levels of government, academia, and the private sector.

Committee on House Administration


The first meeting took place with senior staffers of the Committee on House Administration, the committee of the House of Representatives charged with the oversight of federal elections and the day-to-day functions of the House of Representatives. Urs Ziswiler, Ambassador of Switzerland to the United States, and Tom Hicks, Senior Democratic Staffer welcomed the delegation from Switzerland comprising of representatives of the Federal Chancellery, the cantons of Neuchatel and Geneva, and electronic voting solutions providers. The exchange lasted 45 minutes and the Swiss were briefed about United States election laws, processes and procedures and current legislation to be introduced in the house such as H.R. 811, the Voter Confidence and Increased Accessibility Act of 2007. The main provisions of the bill would require e-voting technologies to have a paper ballot that is (a) voter-verified, (b) privacy-preserving, and (c) durable. Paper ballots would be hand-recounted, and compared to the electronic count, at randomly-selected precincts after every election.


Annemarie Huber-Hotz, Swiss Federal Chancellor presented the Swiss e-voting initiative which was introduced six years ago with every of the three participating cantons testing a different system. She stressed the fact that Switzerland’s objective was not for e-voting to replace ballot or postal voting, but to serve as an additional channel which might increase voter turnout. Michel Chevallier, Head of Cabinet for the Chancellor of the Sate of Geneva, explained to the US side that the solution Geneva developed is based on the existing voting material and does not require any additional features on the voters’ computer. The central feature of the current voting material is the voting card that citizens receive delivered by mail. This card is renewed for each ballot and must be presented when voting at the ballot box, or sent back with the postal ballot. For internet voting, the canton simply added a personal identification number to the card which changes for every ballot. The internet voting transaction has four stages: 1) to be recognized as a registered voter, one must enter the card number. If the voter tries inserting random numbers, their chance to find an existing number is one in five billion. When they are recognized as an authorized voter, he or she is connected to a secure server; 2) the person votes; 3) the system submits a recapitulation of the choices. One confirms or alters the choice and confirms their identity by providing birth date, municipality of origin out of a list of 50 places and the pin code printed on the voting card, hidden by a rubber stamp; 4) the system confirms it has recorded the vote by displaying the date and time of the recording. 


The meeting was overshadowed by the passing of Juanita Millender-McDonald, California representative and chairwoman of the Committee on House Administration the night before.

	
	

	Tom Hicks and Urs Ziswiler welcome the delegation
	Michel Chevallier explains the Geneva voting card to members of the Committee on House Administration


US Election Assistance Commission

The second meeting took place at the U.S. Election Assistance Commission, an independent agency of the United States Government charged with serving as a national resource for administering federal elections and establishing standards for state and local governments. Paul DeGregorio, former chairman of the EAC introduced the both the Swiss delegation and Thomas Wilkey, current EAC chairman. Urs Ziswiler, Annemarie Huber-Hotz, and Robert Hensler, State Chancellor of the Canton of Geneva, opened the discussion with statements about Switzerland’s and Geneva’s e-voting experience respectively. Carol Paquette, former Program Manager for Electronic Voting Projects with the Department of Defense Federal Voting Assistance Program elaborated on her experience heading the SERVE (Secure Electronic Registration and Voting Experiment) project. She lectured about project background, system and security architecture as well as internet voting challenges. According to her, 20 to 30% of overseas civilian and military absentee voters who are attempting to vote are disenfranchised. The main goal of SERVE was to create a single, integrated voter registration, elections administration, and voting system that operated like each jurisdiction’s local system, targeting 100,000 overseas voters that could access the system from any local platform such as personal computers and office workstations. She also stressed the following four current challenges for internet voting: 1) security environment constantly changing, 2) technology continues to evolve, 3) electronic voting marketplace in U.S. has become dysfunctional due to anti-technology computer science activists, and 4) a technically complex subject has been simplistically reduced to sound bite level. The project was consequently shut down by members of SPRG (the Security Peer Review Group), a panel of experts in computerized election security that was assembled by the Department of Defense to help evaluate SERVE, mentioning the fundamental vulnerabilities in the architecture of the internet and of PC hardware and software and the great danger of successful, large-scale attacks.

In his talk, Thomas Wilkey acknowledged that there is less concern in Switzerland about security issues than there is in the United States, but he remains convinced that internet voting is the way to go looking into the future.
	
	

	Urs Ziswiler introduces Annemarie Huber-Hotz to Thomas Wilkey, Barbara Guttman from NIST and EAC executive director Brian Hancock stand by
	Paul DeGregorio introduces the delegation


Workshops at the Embassy

For the afternoon sessions, the group returned to the Embassy of Switzerland where the various participants took the opportunity to network with each other during lunch time. At the same time, the heads of the delegation held a one-hour press conference before the start of the workshops, addressing journalists from SDA (the Swiss Press Association), the Swiss Broadcasting Corp, Swissinfo and NZZ (one of Switzerland’s largest newspapers).

	
	

	The delegation is having lunch at the Embassy
	Press conference with Christoph von Arb, Annemarie Huber-Hotz, Robert Hensler, and Urs Ziswiler


“The Impact of E-Voting and Other Technologies on Democracy”

The first workshop was opened by Urs Ziswiler, who introduced keynote speakers Annemarie Huber-Hotz and Robert Hensler. Huber-Hotz mentioned that “Switzerland’s e-voting trials have to be considered in connection with its political structure and values: in addition to the rule of law and neutrality, Switzerland’s main pillars also include direct democracy and the country’s federal structure. In its first report on e-voting when we started our pilot projects in 2002, the Swiss government stated that e-voting has to be at least as secure as postal voting. The possible benefits of remote e-voting have been discussed at length. Just as in many other countries and international bodies working on e-voting, the main aims are to 1) bring political procedures in line with new developments in society, 2) make participation in elections and referendums easier, 3) add new, attractive forms of participation to the traditional forms, 4) possibly increase voter turnout.” As for the future outlook, she stated that “our experience shows that it is unrealistic for a remote e-voting system to be introduced in the short term. We have been setting up different system modules and carrying out trials on a moderate scale step by step for more than 4 years now. All these results were reported and evaluated and compiled in a government report to parliament. The Federal Council and parliament have taken their decision on the implementation of e-voting on the basis of a substantiated evaluation report. The doors are now open to gradually implement e-voting throughout the country.”
 
Ted Selker, MIT Professor and Co-Director of the Caltech/MIT Voting Technology Project presented the US position on e-voting, presenting a variety of problems with regard to with voter registration, polling places and ballots. The goal would be to have access and integrity accuracy, audit-ability, and protection or at least detection with the main controversy evolving around local control and equipment security.


Paul DeGregorio elaborated on the American election system, saying that 90% of ballots were cast or counted on electronic voting devices in the 2006 congressional elections. Elections in the USA are overseen by state election authorities and administered by 6800 local jurisdictions. It has only been in the last 3 years that the federal government has played a significant role in the way elections are administered in the United States. DeGregorio gave an example of an electronic vote that millions of Americans would cast every Tuesday: American Idol. He is persuaded that this mostly younger audience will demand newer technology as they get older to vote for politicians.

Andreas Ladner, Professor at the Swiss Graduate School of Public Administration (IDHEAP) in Lausanne, focused in his discussion on the pre-voting process and presented an interesting website: www.smartvote.ch. It allows voters to match on a number of issues their choices to those of the candidates seeking their suffrage. The idea is simple: just fill the questionnaire candidates have also filled and the system will compose the list of candidates who best match your choices. Voters can also map their choices on six pre-defined dimensions (attitude toward the European Union, economic policy, social openness, etc.) on a spider chart to match it with each candidate’s and each political party’s chart.


Michel Chevallier talked about Geneva’s findings regarding the voting behavior of the population that tried internet voting. He concluded that younger voters voted according to their demographic weight as do women below the age of 50. While 22 to 25% of all voters use internet, 55.5% of usual abstainers use it, 30.8% of occasional voters use it, and 18.7% of regular voters use it. Also, 90% of voters who used e-voting once keep using it. To conclude, online voting breaks an invisible barrier that keeps many voters away from politics.


Don Norris, Director of the Maryland Institute for Policy Analysis and Research addressed the topic of e-democracy, which be definition facilitates citizen participation in government and does not just provide information. His research shows that e-democracy in practice is very limited today, and even worse, there are practically no plans for the future. He predicts that remote internet voting will not be available in the US for a very long time.

	
	

	Ted Selker is talking about the US position on e-voting
	Andreas Ladner is addressing a question with Michel Chevallier and Don Norris listening attentively


“Challenges to Implementing E-Voting and Other Technologies”

Linda Lamone, Maryland State Election Administrator opened the second workshop with the announcement that Maryland will stop using touch screen voting machines and go back to paper ballot voting by 2010. Max Klaus, Scientic Officer in the Swiss Federal Chancellery explained that E-voting is feasible in Switzerland and that a step-by-step approach was still the best way forward. According to him, e-voting has only a chance of being introduced if all those involved – voters, politicians and authorities – have a lasting acceptance of and trust in the new procedures. Also, in order to avoid potential problems, no more than 2% of the electorate is allowed to vote using the internet in any election.


Valerie Christinet, Internet Voting Project Analyst showcased Neuchatel’s one-stop portal, which for example allows citizens to extend their deadline for filing tax returns, make appointments for the inspection of motor vehicles, or schedule driver’s license exams. With the support of the federal government, Neuchatel decided to implement the internet voting pilot project as an integral part of Neuchatels concept of a one-stop portal. The security of the systems and the confidence of the voters are the main issues involved. Security is composed of several layers and based on the creation of an environment specific to the one-stop portal, comprising a security perimeter, protection against hacking and monitoring systems. Communication between the user’s PC and the server is guaranteed by a secure communication protocol which covers all of the services provided by the portal.


Ted Selker concluded the workshop with his remarks. While being jealous about the Swiss’ progress in internet voting, he remained cautious about the development and certification process with regard to personnel, schedule and scrutiny and would like to see more being done for people with special needs.
Public Event and Reception at the Swiss Residence

Well over a hundred people attended the public event which consisted of a panel discussion with Andreas Ladner, Linda Lamone, Paul DeGregorio and Victor-Emmanuel de Sa, Internet Voting Security Expert, Geneva Solutions. Participants could listen about the development of e-voting in Switzerland and the current situation in the US, before proceeding to the Ambassador’s Residence for fine Swiss foods and wine and demonstrations of Swiss e-voting applications.
	
	

	Andreas Ladner, Linda Lamone, Paul DeGregorio and Victor-Emmanuel de Sa (from left to right)
	Packed conference room at the panel discussion "When innovation meets democracy - Swiss and US perspectives on e-voting “
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