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“ An open and honest online culture
advocated by Facebook

. Original mission of Facebook
. “ Give people the power to share, and to render the

world more open and connected”
. Mark Zuckerberg believes, ...
. Individuals should have just one identity
. Having two or more identities showed a lack of
integrity
. In a more open and transparent world, people would
he held to the consequences of their actions anad be

more likely to behave responsibly
» More transparency should make for a more tolerant
soclety

- Tra_nsparency increases integrity, by essentially
saying the same thing to everyone




3 An open and honest online culture
advocated by Facebook

. Principles and logic underpinning digitised
market economy : Personal information as
currency

. ‘charge-free’ online services & personal

information

» Asymmetry in this transparency between

individuals and organisations

» transparency of social media users

ﬁsgcial media platform companies, with respect to the
ways in which they handle personal information

-_Not every users of Facebook provide true
information!?
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Land the interview.
Find the right candidates.
Recommend talented friends.
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o u:hted based on his/her personal information put
on social media sites

. |f this service becomes widely useaq,

. Tf”*e W ho want to find good jobs would substantl vely be
d to reveal their personal information online, ana
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Online services which undermine the

open and honest culture @

*-Japanese online service released in May 201/

. An individual user accredited by VALU Inc.
~an issue virtual stock called VALU for a

commission of ¥500

. The upper limit of the initial offering price of a
1ser's share is calculated in bitcoin based on

his/her social media presence including the
numbers of Facebook friends and Twitter followers

» The total number of authorised shares of a user is
decided based on his/her social media presence
» The issuance of additional VALU is not permitted




'VA_U
. Potential VALU issuers would have an incentive to
strategically embellish themselves online to enhance

the economic value of their VALU

. Stockholders or VALUERs of VALUs a user issues are
motivated to support him/her because they desire to
get a gain in share dealings

» Not because they are fans of him/her

« From the viewpoint of VALUERS, -

» VALU issuers could be just devices whereby to make
money

« VALU issuer governance becomes a matte
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» Family Romance
+ The company dispatches protess jional staff who play
customers’ parents, siblings, friends or
acquaintances and are taken ‘Instagramable’ or
‘Insta-genic’ photos with customers for tabricating
their fulfilling real lite
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. 7hima Credit

. An independe
company, Affi
« Zhima Score

. Applying for a 10

~t third party credit evaluation
ate of Alibaba Group

an, getting a credit card, vIsa,

hooking a hotel room, renting a house or car,

dating etc-*-

« Resource data

. Basic information
 Shopping activity

. Payment record (Tax)

e Social network hr el




Honest people pull the short straw

. The existence of another form of online informational

transparency asymmetry

Those who commit to informational openness
Those who consciously attempt to control their identity
C

lever people
. To enhance the strategic value and to exploit the innocents
. Consciously control what information about them is opened up
online by them or others
. Incentive to reveal innocents’ information for their own benetfit,

+ hope innocents to keep to behave honestly online in oraer to
maintain their edge against innocents

e however,,,,

 Subject to the distortion of their digital identity or
diremption between their identity and self-awareness
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.|s online openness and honesty a virtue in the
current Internet environment?

.|s the pretence of openness and honesty online
a wise act?




Ricks entailed in an open and nonest
~ulture: Diremption between self anc
identity

.In the current socio-economic and technological

situation, *-:
. Using social media in their own ways 10 construct

relationships with others

— The development of their identity

. Mutually revealing personal information about themselves
and/or others at various levels of accuracy and detail

e Individual can control digital identity
completely ?
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sks entailed in an opern and honest
Diremption between self anc

.Distortion of digital identity
. Those who suffer the distortion may be
compelled to play a part their distorted
digital identity defined in certain
contexts

= Serious diremption between their
identity, defined in a heteronomous
fashion, and selt

= Dysfunction with respect to the mental
processes involved in generation of the

self
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. For clever Internet users, **
. Social media may seem to be an expedient tool Tor

subtle self-promotion

» However, **

. Those who desire to strategically identity should give their full
sttention to the management of potentially stigmatising
information pertaining to themselves that others can disclose

. They should attempt to encourage others to post positive things
about them online and discourage the posting of negative things.

. Are these clever people truly wise and prudent?

» They would be forced to continue to wear the mask created by then

clever online activities!?
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nicks entailed in an open and i'qu_eSL
~ulture:Strategic Creation of a Digital

|dentity
.\When the gap between the virtqa\ |
identity created by their strategic social
media use and actual identity IS
recognised by others in real space, they

would suffer stigma.

HOWEVEr, "

» Considering that the majority of Internet users
are non-technical users, and that the
technological architecture of social media is
reviewed and upgraded on a regular basis.

e Effective measures to deal with issues
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Policies to deal with the risks
 Two types of transparency asymmetry

. Between Individual and organization
. Between honest people and clever people

e New worla

. Honest people can only make fools of themselves

. The Internet economy and digital network society have seemingly
rendered honesty as no longer a virtue.

e Paradoxical situation

» Various kinds of online services for individual users, which
encourage openness with respect to their own and others’
personal information, = Clever users with an incentive to
strategically hold back and/or counterfeit their personal
information

« Difficult to control digital identity in a favourable manner

» “the most effective way of controlling information about
oneself is not to share it” (Froomkin,2000).

» No share — Social exclusion and economic disadvantage
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Dolicies to deal with the risks

 Paradoxical situation
. Distortion of the digital identity of the
subject
. Serious distortion of his/her identity in real
space.

» Stigmatising information

« online vigilantism

 Importance of ability to autonomously

construct relationships with different people
(Rachels, 1975)

Using various Kind of online services
> Maintaining quality of life

k- _";'.T !
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Dolicies to deal with the riSKS

.The right to be translucent
.Our capacity to control the selective
disclosure of our personal information

. Our capacity to control the selective
disclosure of our personal information
and therefore can be executed on others

activities regarding the revealing of our
personal information
= Guarantees people the ability to
autonomously set the level of
informational translucence in different
contexts
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.Notion of co-ownership of digital
objects
.Claim the ownership of digital objects
stored in organisational databases or

owned by other individuals that

contain our personal information

. Digital photos of me taken by others using their
own cameras, *
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Dhlicies to deal with the risks

. Privacy Premium .
. The majority of existing Internet businesses
ree services force their

that proviae charge-free
customers to ‘purchase the services by
-oviding personal information, ot to

gtherwise decide against using them.

. Under that system, people are required to |

~hoose whether to partake of a commercia
h personal information

service by paying wit
or with money.

« Effective education system
. To cultivate prudent Internet use should be

established.
»Respect to Human values



(a) the right to be translucent

(b) the notion of co-ownership of digital
objects

(c) a system for a privacy premium

(d) an effective education system to cultivate
prudent non-technical Internet users

(e) the implementation of important human
values into the system architecture of

Internet services
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